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Problems

current online world
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What are the problems in current online world?

no self-sovereignty of identity, money, and data

centralization

governments own and control identities

platforms lack authentic trust in online conversations

big-tech platforms store and sell personal user data

financial system expensive, unfit for cross-border, no privacy
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Usages

current online world
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What (self-sovereign) identity solutions are there?

Self-Sovereign Identity (SSI): identity that is controlled by its natural owner only

Current solution

Dig

= authenticator
= central server
= industry-grade security

k expensive /
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SSI solution

= |ocal identity
= central server
= |RMA infrastructure

k no offline verification /

decentralization

NN
= permissioned blockchain

= local identity and info
= no offline verification

\* central authority )
offline-capable




What are the characteristics of existing platforms?

S & .
e s S
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M &

centralized decentralized

end-2-end encryption

client-server

end-2-end encryption -

requires and stores metadata minimal metadata, no storage

privacy-sensitive requirements no requirements

private information for trust enforcement only forgeable information for trust
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Infrastructure
of the platform
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The infrastructure of our platform...

Characteristics:

= decentralized and P2P = networking layer
= no storage and minimal metadata = distributed ledger
= data confidentiality and integrity = data transfer protocols

= anonymous peer identification

Infrastructure
Identity > Trust Money Data components
A
i i
Distributed ~ P2P Transfer ledger +
Ledger Protocols transfer protocols
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Networking layer: IPv8

Characteristics:

connectivity and communication
decentralized and P2P
zero-server infrastructure

public-key cryptography for encryption and
peer identification

online and offline communication
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----- o S Networking Layer: a decentralized P2P network g c
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Functionalities:

= network overlays / communities
= extends base layer

= community for conversations, SSI, money

_® P2P Network

Network Layer



Distributed ledger: TrustChain

Characteristics : |5 P EEEEEES TPTTS ST
ransaction

= exchange and storage financial transactions Peer py Chain : T —
= permission-less and scalable blockchain Block Block _ 1 Sender Po
z—1 < x 4---1'-- receiver: P1
. . 1 statement: transfer:100
= personalized chain for each peer ! previous-block:  block
| signature: hash(z + 1)
; A
Functionalities: Peer p| Chain | Blocky+1 (approval)
. ! sender: Y4
= send and receive blocks Block Block ' receiver: Po
oy —1 <+ y 41 linked-block block = + 1
. i — \  stat t: transfer:100
transaction = proposal + approval block e tiock:  blooky
- transparent and pseudo-anonymous | senatire: T hash(y +1)
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Desigh & Implementation
of the platform
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Self-Sovereign Identity (SSI) in our platform

Characteristics:

= authentic base for self-sovereignty = private verifiable claims using identity attestations

= authentication using local SSI = storage of validated diplomas, (COVID) certificates, ...

How to get the self-sovereign identity?

= citizens possess passport or ID card
= identity in MRZ and biometric chip

= both required for authentic SSI

= scan MRZ with camera and Al

= read biometric chip with NFC
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Enforcement of trust in our platform

Characteristics:

How to enforce authentic trust?

= trust in platform with decentralization = formal identity behind every sent message

- trade-off between privacy and trust - exchange identity information attributes:

= trust using authentic information - initials + last name (J.W. Bambacht)

= attributes from self-sovereign identity - identity photo

- verification status  (verified/unverified)
- =SSl -- @ @ - =SSl _ . . .
' — — v - detection for changes in formal identity
O O,
Trust u
." ......................................................... ‘.'
Exchange of message, data, money
with identity information about sender




Exchange of money in our platform

Characteristics:

How do we use this CBDC?

= Central Bank Digital Currencies (CBDC) = EuroToken with TrustChain ledger and IPv8

= digital native currency on blockchain = private P2P exchange

= fast and cheap cross-border exchange EuroToken balance in wallet

= transparent but still pseudo-anonymous exchange portal for exchange of € and tokens

= no external dependence = Tikkie-like payment requests
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Exchange of data 1in our platform

Default IPv8 data transfer protocol:
= fast for messages and small data

= UDP packet delivery is unreliable

« limited in performance

= no delivery guarantees

need for a reliable P2P data
transfer protocol for large data
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How to exchange large data?

reliable and optimal performance
based on principles of TFTP
authenticated and encrypted
acknowledgement-based
windowing for performance increase
progressive delivery guarantees

adaptive downscaling of performance



Normal operation of data transfer protocol

Data of n = 30 blocks and
window of w = 10 blocks

11 12 13 14 15 16 17 18 19 20

21 22 23 24 25 26 27 28 29 30

Data

]
TUDelft

sender

Send Write Request

onAck
Send Data Window 1

onAck
Send Data Window 2

onAck
Send Data Window 3

onAck
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Transfer completed!

receiver

onWriteRequest
Send Ack

onData
Send Ack

onData
Send Ack

onData
Send Ack



Progressively continue normal operation with packet loss

Data of n = 30 blocks and
window of w = 10 blocks

11 12 13 14 15 16 17 18 19 20

21 22 23 24 25 26 27 28 29 30

Data

]
TUDelft

sender

Send Write Request

onAck
Send Data Window 1

onAck
Send Data Window 2

onAck
Send Data Window 3

onAck
Send Data Window 3

onAck
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Transfer completed!

receiver

onWriteRequest
Send Ack

onData
Send Ack

onData
Send Ack

onData
Send Ack

onData
Send Ack



Retransmission and error

en rite Reques onWriteRequest

onAck |+ Send Ack
Send Data Window 1 (- BNl BB B BIG -
v
Retransmission Data onData
onAck Send Ack
Send Error onError

Transfer terminated!
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UX and UI Design

= user experience and layout

= simple and consistent design

= master-detail interface

= QR-codes

= protection mechanisms

= download status

My Public Key

Show the QR-code to the other party

I

Transaction
+15,00 EUR

Incoming transfer

2 February 2022, 14:07 ® Signed
From T.J. BERNERS-LEE (Tim) £

4c69624e61434c504b3a9c0a0f827296502d046ee33e7d
f8af6debb60825d274f36d8277388462e4cc5d7180c4e. ..

Message  Transfer of request: Drinks

Additional Details ~
Raw {amount=1500, balance=57278393}
Size 36B

Block Hash ¢c62eb0762624c592946dd923930190b7ab5bc9
ba49efe9697594795¢2001d73

Signature  45a953f71d07¢23f2bde6c61b6e97687fch12888
323c6576d87b090682¢278fa66fa2b6dc2c74...

Wallet o
Identity o%
JOHNDOE &

4¢69624e61434¢504b3a6365d5ccbbd8011d284c¢9b0c393
ecdd065163d61ea5724165847e9e93149d9677a9122a7....

Exchange &

*kkk%k ©

Contacts >
Joost 14:44 @

+ Transaction

£ Tim & 14:41 0
Transaction

Scheduled Downloading Stopped
75%
Image 6.97MB Image 5.28MB Image 6.33MB
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) 2
o
View Chat View Contact E @? rﬂ,:f? & &R
Wallet Identity 0%y Exchange Contacts
Exchange Identity Card ©
Given Names / Surname Verification status
= JOHN DOE Verified &
Transfer Money Wallet Balance C & Date of Birth Nationality
Fededodokokok dedodedokokokok
Select the recipient Enter the transaction amount kkkk @ Date N B e
Tim € 123 - A0 et
Personal Number Document Number
. c Fokkodokokokok dedekdokokokok
Test Transactions ,
Public Key
Buy from EuroToken Exchange € 25,00 4c69624e61434c504b326365d5cchbd8 o
S o . “ Feb 02,2022 14:44 ® Signed 011d284c9b0c393ecdd065163d61ea57 ()t
ide to Transfer 24165847e9€93149d9677a9122a768c...
Outgoing transfer to Joost € 2,25 ~




Analysis

data transfer protocol
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Experimental analysis of data transfer protocol

= optimal parameters for normal operation: = 2 Android phones

local WiFi network
B ={600,700,800,900,1000,1100,1200} bytes
W ={16,32,48,64,80,96,112,128} blocks

l. max transfer speed

Il.  min lost packets

lIl.  min retransmissions

= ideal situation, no latency, no packet loss 5 iterations

= optimize block size B and window size I/ 2 file sizes
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Experimental results of data transfer protocol

What can we conclude?

|. maximal transfer speed: = optimal block size B of 1200 bytes
= B:higher size = higher speed - 1200 bytes = optimal window size I/ for 80 blocks
= [/ 80 or 96 blocks optimum = independent on file size

ll.  minimum lost packets:

The average number of window retransmits The average number of acknowledgment retransmits

= B:no optimum

5 Block Size [bytes ] 1.4 1
—e— Trend 700 900 1100

= /: 80 or 96 blocks optimum
lIl. minimum retransmissions:

0.8 1

: llj/::nfgzpt:ilr;;krzoptimum i l l l l l ‘ | l l l l l

0.4 1

0.2

; ; * — 0.0 y 7 y ? y
16 32 48 64 80 96 112 128 16 32 48 64 80 96 112 128

Window Size [blocks] Window Size [blocks]
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Conclusion
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What can we conclude?

= no self-sovereignty with centralization

= decentralization # self-sovereignty

= P2P for privacy and security

= reliable, private and secure P2P data transfer protocol

= first Self-Sovereign ldentity in social platform

= authentication, attestations, trust enforcement, ...

= private exchange euro Central Bank Digital Currency euro
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BIG-TECH COMPANIES, GOVERNMENTS, AND BANKS
NEED TO STEP UP FOR SELF-SOVEREIGNTY!




Questions?
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